
 

 

Service Level Agreement (SLA) Standard. 

 This document details the provision of support as identified as our ‘SLA’ – Service Level Agreement for websites and 

systems supported by us. This document also incorporates domain registration and management of .gov.uk 

domains. 

 

Definitions: 

Critical 

An issue relating to the website and is directly preventing the service from being used by either the user or the 

admin. Example scenarios: Security breach / hack, transactional/payment gateway issue (website end), code failure, 

server crash (code-related), website not loading. If the issue is outside the scope of our control (3rd party influences, 

hardware or other reasons), we will endeavour to affect a temporary solution to mitigate a negative user experience 

or damage until a permanent fix can be deployed. We cannot accept responsibility to fix issues that are outside our 

control. 

 

Operational 

A specific website function (non-transactional) that is not working, nonetheless the overall website remains 

functional; or content contains errors that need changing. 

 

User 

 

A user of the website has issues accessing their (website) account or updating their profile details. A user has login 

issues or requires access support. 

 

Support (improvement) 

Functionality being required on a website that does not exist but is deemed important to the operation of the 

business. 
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Responses 

All support requests sent will be flagged to one of the above FOUR levels and responses will be handled in the 

following process: 

Critical Response hours: 7 days a week.  

By phone, support ticket submitted on our website or by email.  

A review of the issue will be made upon receipt of the support ticket and an immediate 

acknowledgement sent. An assessment will be made as to the extent of the issue and then either 

fixed, or a temporary solution put in place until a more permanent fix is actioned. 

Operational  Response hours: 5 days a week – business hours (Mon-Fri 9am-5:30pm, excluding public holidays). 

Response within 4 (working) hours. 

By support ticket submitted on our website or by email. 

A review of the issue will be made upon receipt of the support ticket and a response issued within 4 

hours of receipt with a recommended action plan to either resolve the issue immediately or to 

provide planning recommendations and scheduling for its fix. 

User Response hours: 5 days a week – business hours (Mon-Fri 9am-5:30pm, excluding public holidays). 

Response within 4 (working) hours. 

By support ticket submitted on our website. 

A review of the issue will be made and a solution emailed to the user within 24 hours of 

acknowledgement of receipt. 

Support  

(improvement) Response hours: 5 days a week – business hours (Mon-Fri 9am-5:30pm, excluding public holidays).

  Response within 2 working days. 

A review of the requirement will be made and a quotation for the development made for 

consideration and acceptance or further discussion. No date for the work will be set until any project 

costs (if applicable) are agreed and confirmed. 

Terms 

The terms of these support services are provided under the terms of our standard business operating terms of 

business, which can be found at www.aubergine262.com/terms-of-trade/ 
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.gov.uk domain registration and management  Service Level 

Agreement (SLA) 

This section sets out the roles and responsibilities of a .gov.uk domain registrar and the Service Level Agreement for 

registration and domain management services. 

 

Role and responsibilities of CDDO as the Critical Domain Holder 

The parties agree to and accept the role of the Critical Domain Holder as set out below in respect of the 
protection of .gov.uk domains and subdomains. 

 

 

1. The Central Digital and Data Office (CDDO), acting on behalf of the Minister for the Cabinet Office and as 
part of the Crown, has rights over the ‘.gov.uk’ domain and subdomains. CDDO is the .gov.uk domain 
Critical Domain Holder. 

2. The Critical Domain Holder does not need to be party to this agreement. 

3. The Critical Domain Holder has appointed the .gov.uk Registry Operator. 

4. The Critical Domain Holder permits the .gov.uk Registry Operator to enter into Registry Registrar 
Agreements. 

5. The Critical Domain Holder is the only authority that may verify the identity of the Registrant. 

6. The Critical Domain Holder approves a .gov.uk domain name for use by the Registrant. 

7. The Critical Domain Holder is responsible for setting and maintaining the domain registration and 
management rules, which are defined in the Apply for your .gov.uk domain name guidance on GOV.UK. 

8. The Critical Domain Holder acts as an escalation point and ultimate decision maker in the event of a 
dispute regarding the management or control of a .gov.uk domain name. 

9. The Critical Domain Holder may, at its sole discretion, direct the Registry Operator, Registrar, Registrant 
or sub-Registrant to take action, including urgent action, to protect a .gov.uk domain name, at any time. 
Such action may include to suspend, withdraw or transfer a .gov.uk domain name: 

    9.1. if the Registrant or sub-Registrant persistently or seriously violates the domain registration and 
management rules, which are defined in the Apply for your .gov.uk domain name guidance on GOV.UK, 

https://www.gov.uk/apply-for-and-manage-a-gov-uk-domain-name
https://www.gov.uk/apply-for-and-manage-a-gov-uk-domain-name


 
    9.2. if the Registrant or sub-Registrant persistently fails to respond to communications from the 
Registrar, Registry Operator or Critical Domain Holder, 

    9.3. to resolve disputes which concern the Registrant or sub-Registrant’s registered .gov.uk domain 
name, 

    9.4. if the continued Registration of the Registrant’s .gov.uk domain name poses an immediate critical 
security threat to the Registrant’s services or other public sector services, 

    9.5. if the Registrar persistently fails to meet the Criteria to be a .gov.uk Approved Registrar, 

    9.6. if the Registrar is no longer a .gov.uk Approved Registrar as defined by the criteria, 

    9.7. if there is any event that might lead to your organisation ceasing trading, such as a voluntary 
winding up, a bankruptcy, or an insolvency event as defined in section 123 of the Insolvency Act 1986, 

    9.8. if required by the law. 

 
 
10. The Critical Domain Holder is an independent data controller in its own right for personal contact data 
contained within the Registry Data. The Registry Data means any data, including but not limited to DNS 
resource records, public-key material for DNSSEC and personal contact data, in each case held by the 
Registry Operator: 

    10.1. for use in its Registry Services, 

    10.2. or for use by the Registry Operator in performance of its roles and obligations to the Critical 
Domain Holder, Registrar and/or Registrant, 

    10.3. or for use by the Registrar in performance of its roles and obligations to the Critical Domain Holder, 
Registry Operator and/or Registrant. 

Role and responsibilities of the Registry Operator 

The parties agree to and accept the role of the Registry Operator as set out below in respect of the 
protection of .gov.uk domains and subdomains. 

11. The Registry Operator means the administrative and technical operator of the policies, processes and 
systems required to manage and operate the .gov.uk domains and subdomains. The Registry Operator is 
the only operator for gov.uk domains and subdomains, as appointed by the Critical Domain Holder. 

12. The Registry Operator must only accept .gov.uk domain registrations from .gov.uk Approved Registrars. 
The Registrar Operator must not accept .gov.uk domain registrations from any reseller or any other entity. 

13. The Registry Operator must use reasonable endeavours to verify that organisations that wish to be 
.gov.uk Registrars meet the Criteria to be a .gov.uk Approved Registrar. 

https://www.gov.uk/guidance/criteria-to-be-a-govuk-approved-registrar
https://www.gov.uk/guidance/criteria-to-be-a-govuk-approved-registrar


 
 
14. The Registry Operator has a Registry Registrar Agreement with all .gov.uk Approved Registrars. 

15. The Registry Operator must ensure that all Registrars have Registrant Agreements in place that 
reference this GOV.UK page and include these terms as updated from time to time and published on the 
aforementioned page. 

16. All normal communications that the Registry Operator has with a Registrant must be through a 
Registrar. The exceptions to this are: 

    16.1. if a Registrar is not supporting their Registrant in accordance with the Criteria to be a .gov.uk 
Approved Registrar or 

    16.2. if the Registrant itself is not accepting such support. 

 
In these exceptional cases the Registry Operator may contact a Registrant directly to help the Registrant 
meet the domain registration and management rules, which are defined in the Apply for your .gov.uk 
domain name guidance. The  Registry Operator must always copy the relevant Registrar in on 
communications with a Registrant in these cases. 

17. The Registry Operator must maintain a published list of .gov.uk Approved Registrars. 

18. The Registry Operator operates a fair marketplace for .gov.uk Approved Registrars. If the Registry 
Operator itself chooses to be a .gov.uk Approved Registrar, it must not grant itself more favourable terms 
or treatment than other .gov.uk Approved Registrars. The Registry Operator must not favour any .gov.uk 
Approved Registrar over any other. 

19. The Registry Operator must not unreasonably refuse to sign a Registry Registrar Agreement with a 
.gov.uk Approved Registrar. 

20. The Registry Operator must use reasonable endeavours to help .gov.uk Approved Registrars continue 
to meet the Criteria to be a .gov.uk Approved Registrar. 

21. The Registry Operator must notify the Critical Domain Holder before removing the status of .gov.uk 
Approved Registrar or terminating a Registry Registrar Agreement with a .gov.uk Approved Registrar. 

22. The Registry Operator is an independent data controller in its own right for personal contact data 
contained within the Registry Data. As a data controller, the Registry Operator will be responsible for 
ensuring agreements to cover the sharing and processing of personal data with other parties, such as the 
Registrars, are in place. The Registry Data means any data, including but not limited to DNS resource 
records, public-key material for DNSSEC and personal contact data, in each case held by the Registry 
Operator: 

    22.1. for use in its Registry Services,  

    22.2. or for use by the Registry Operator in performance of its roles and obligations to the Critical 
Domain Holder, Registrar and/or Registrant,  

https://www.gov.uk/guidance/criteria-to-be-a-govuk-approved-registrar
https://www.gov.uk/guidance/criteria-to-be-a-govuk-approved-registrar
https://www.gov.uk/apply-for-and-manage-a-gov-uk-domain-name
https://www.gov.uk/apply-for-and-manage-a-gov-uk-domain-name
https://www.gov.uk/guidance/criteria-to-be-a-govuk-approved-registrar


 
    22.3. or for use by the Registrar in performance of its roles and obligations to the Critical Domain Holder, 
Registry Operator and/or Registrant. 

Role and responsibilities of the Registrar 

The parties agree to and accept the role of the Registrar as set out below in respect of the protection of 
.gov.uk domains and subdomains. 

23. The Registrar must meet the Criteria to be a .gov.uk Approved Registrar at all times. 

24. The Registrar must only provide .gov.uk domains directly to the Registrants that they have Registrant 
Agreements with. The Registrar must not provide .gov.uk domains via any reseller. 

 
25. The Registrar must maintain a list of all Registrants that have delegated lower-level subdomains out to 
sub-Registrants. 

26. The Registrar must ensure that if a Registrant transfers a domain name: 

    26.1. the new Registrant is eligible to have the domain,  

    26.2. any new Registrar is a .gov.uk Approved Registrar, 

    26.3. all parties follow the Transfer your domain name guidance. 

27. The Registrar agrees that any persistent failures, as defined and/or determined by the Registry 
Operator, and confirmed at the sole discretion of the Critical Domain Holder, to meet the Criteria to be a 
.gov.uk Approved Registrar, will result in: 

    27.1. the Registrar no longer being a .gov.uk Approved Registrar, 

    27.2. the Registrar, in consultation with the Registrant, to transfer the management of its .gov.uk 
domain names to an alternative .gov.uk Approved Registrar, 

The Registrar must at its own cost and expense, provide all such support, assistance and cooperation and 
execute or procure the execution of all such documents as the Critical Domain Holder or the Registry 
Operator may from time to time require for the purpose of giving full effect to this provision. 

28. The Registrar is an independent data controller in its own right for personal contact data contained 
within the Registry Data. The Registry Data means any data, including but not limited to DNS resource 
records, public-key material for DNSSEC and personal contact data, in each case held by the Registry 
Operator: 

    28.1. for use in its Registry Services,  

    28.2. or for use by the Registry Operator in performance of its roles and obligations to the Critical 
Domain Holder, Registrar and/or Registrant,  

https://www.gov.uk/guidance/criteria-to-be-a-govuk-approved-registrar
https://www.gov.uk/guidance/make-changes-to-your-govuk-domain-name?step-by-step-nav=5a9309a3-9a80-4faa-b24f-1797023e897f
https://www.gov.uk/guidance/criteria-to-be-a-govuk-approved-registrar
https://www.gov.uk/guidance/criteria-to-be-a-govuk-approved-registrar


 
     
28.3. or for use by the Registrar in performance of its roles and obligations to the Critical Domain Holder, 
Registry Operator and/or Registrant. 

Role and responsibilities of the Registrant 

The parties agree to and accept the role of the Registrant as set out below in respect of the protection of 
.gov.uk domains and subdomains. 

29. The Registrant is an entity which has registered a .gov.uk domain name in the .gov.uk Registry. 

30. The Registrant must remain in legal control of their .gov.uk domain name at all times. This includes not 
reselling or passing control of their .gov.uk domain name to a non-public sector organisation. 

31. The Registrant must get approval from The Critical Domain Holder prior to transferring their .gov.uk 
domain to any other organisation. 

32. The Registrant must protect its .gov.uk domain name by following the domain registration and 
management rules, which are defined in the Apply for your .gov.uk domain name guidance on GOV.UK that 
apply to them, found here: 

• Get permission to apply for a .gov.uk domain name 
• Identify a domain name administrator 
• Choose your .gov.uk domain name 
• Get started with your .gov.uk domain name 
• How you are accountable for protecting your .gov.uk domain 
• Creating and managing .gov.uk subdomains 
• Keeping your domain name secure 
• Renew your domain name 
• Make changes to your .gov.uk domain name 
• How to stop using your domain name 
• What to do if your domain is compromised 

33. The Registrant has the right to move its .gov.uk domain name from the Registrar to any other Registrar 
at any time and for any reason. The Registrant is not entitled to a refund for any remaining term of the 
registration. 

34. The Registrant accepts that if their Registrar is no longer a .gov.uk Approved Registrar, then the 
Registrant must move its .gov.uk domains to a .gov.uk Approved Registrar. 

35. If the Registrant has delegated lower-level subdomains out to a sub-Registrant, the Registrant: 

    35.1. must tell its Registrar, 

    35.2. must help the sub-Registrant meet the domain registration and management rules, which are 
defined in the Apply for your .gov.uk domain name guidance on GOV.UK that apply to them, 

    35.3. is a data controller of the personal data that the sub-Registrant has shared with it. 

https://www.gov.uk/apply-for-and-manage-a-gov-uk-domain-name
https://www.gov.uk/guidance/get-permission-to-apply-for-a-govuk-domain-name?step-by-step-nav=5a9309a3-9a80-4faa-b24f-1797023e897f#content
https://www.gov.uk/guidance/appoint-a-govuk-domain-name-administrator?step-by-step-nav=5a9309a3-9a80-4faa-b24f-1797023e897f
https://www.gov.uk/guidance/choose-your-govuk-domain-name?step-by-step-nav=5a9309a3-9a80-4faa-b24f-1797023e897f
https://www.gov.uk/guidance/use-your-govuk-domain-name?step-by-step-nav=5a9309a3-9a80-4faa-b24f-1797023e897f
https://www.gov.uk/guidance/how-you-are-accountable-for-protecting-your-govuk-domain?step-by-step-nav=5a9309a3-9a80-4faa-b24f-1797023e897f
https://www.gov.uk/guidance/creating-and-managing-govuk-subdomains
https://www.gov.uk/guidance/keeping-your-domain-name-secure?step-by-step-nav=5a9309a3-9a80-4faa-b24f-1797023e897f
https://www.gov.uk/guidance/keeping-your-domain-name-secure?step-by-step-nav=5a9309a3-9a80-4faa-b24f-1797023e897f#renew-domains-on-time
https://www.gov.uk/guidance/make-changes-to-your-govuk-domain-name?step-by-step-nav=5a9309a3-9a80-4faa-b24f-1797023e897f
https://www.gov.uk/guidance/how-to-stop-using-your-govuk-domain-name?step-by-step-nav=5a9309a3-9a80-4faa-b24f-1797023e897f
https://www.gov.uk/guidance/what-to-do-if-your-domain-name-is-compromised?step-by-step-nav=5a9309a3-9a80-4faa-b24f-1797023e897f


 
36. The Registrant is an independent data controller in its own right for personal contact data contained 
within the Registry Data. The Registry Data means any data, including but not limited to DNS resource 
records, public-key material for DNSSEC and personal contact data, in each case held by the Registry 
Operator: 

    36.1. for use in its Registry Services,  
 
36.2. or for use by the Registry Operator in performance of its roles and obligations to the Critical Domain 
Holder, Registrar and/or Registrant, 

    36.3. or for use by the Registrar in performance of its roles and obligations to the Critical Domain Holder, 
Registry Operator and/or Registrant. 

Role and responsibilities of the sub-Registrant 

The parties agree to and accept the role of the sub-Registrant as set out below in respect of the protection 
of .gov.uk domains and subdomains. 

37. The sub-Registrant is an entity which has been given a lower-level domain from a .gov.uk Registrant. 
The sub-Registrant is not the same organisation as the Registrant. 

38. The sub-Registrant must protect its .gov.uk domain name by following the domain registration and 
management rules, which are defined in the Apply for your .gov.uk domain name guidance on GOV.UK that 
apply to them, found here:  

• How you are accountable for protecting your .gov.uk domain 
• Creating and managing .gov.uk subdomains 
• Keeping your domain name secure 
• How to stop using your domain name 
• What to do if your domain is compromised 

39. The sub-Registrant is a data controller of the personal data it shares with the Registrant. 

 

https://www.gov.uk/guidance/how-you-are-accountable-for-protecting-your-govuk-domain?step-by-step-nav=5a9309a3-9a80-4faa-b24f-1797023e897f
https://www.gov.uk/guidance/creating-and-managing-govuk-subdomains
https://www.gov.uk/guidance/keeping-your-domain-name-secure?step-by-step-nav=5a9309a3-9a80-4faa-b24f-1797023e897f
https://www.gov.uk/guidance/how-to-stop-using-your-govuk-domain-name?step-by-step-nav=5a9309a3-9a80-4faa-b24f-1797023e897f
https://www.gov.uk/guidance/what-to-do-if-your-domain-name-is-compromised?step-by-step-nav=5a9309a3-9a80-4faa-b24f-1797023e897f

